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Abstract. In this paper we suggest a new approach to design of the adaptive network safety control mechanisms.
This approach is based on the fuzzy logic theory and allows to formalize both quantitative and qualitative
parameters of the network safety system. Also it is suggested an algorithm for design of the model for the
adaptive network safety control mechanism with safety functional requirements formalization on the fuzzy logic.
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Introduction

The modern computer networks are rather
complex systems with the next main
components: the hardware units, the communi-
cation links, the network software and the
special supporting software tools. The develop-
ment of the network technologies is cause that
the reliability and the safety of network
resources become more and more important,
especially for the networks where are proces-
sing, accumulating, transferring and storing the
data that must be secured. Nowadays, there is a
set of new arising problems for the network
safety assurance, that should be solved
immediately.

The network security mechanisms require the
additional hardware/software resources and,
consequently, they take additional time for the
information processing in network. [1] Thus, the
increasing of the network security level causes
the volume increasing of service data,
transmitted and processed in the networks, so
the network performance on the user’s
information processing will decrease. On the
other hand, generally there is no necessity to
provide the network safety on the maximum
level constantly. In those periods of time, when
the network processes the less important data, it
is quite possible to lower the network security
level, that will result in decreasing of the service
information volume and will increase the
network performance on the wuser’s data
processing. Thus, the optimal way is to use the
special mechanism for the network safety
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control, which will be adaptively determine the
required network security level for the certain
period, and will increase the efficiency of the
network functioning. So, the safety control in
the modern computer networks requires an
adjustable security mechanism that runs in a
real-time mode. Such mechanism is adaptive
control of the network safety, that is based on
the adaptive changing of the network security
level.

The modern mechanisms for the adaptive
network safety control

The realization of the adaptive network safety
control concept is based on the adaptive control
means that contain the following components:
tools for the security level analysis; tools for the
attacks detection; tools for the adaptation;
control tools.

The tools for the security level analysis realize
an evaluation of the required security level
according to the importance of the data that are
processing in this period.

The tools for the attacks detection perform the
revealing of the suspicious actions in the
computer networks.

The adaptation tools determine the required
networks security level for the certain period
depending on the processing information
importance.

The control tools coordinate the functioning of
all components of the adaptive safety control
system for the computer network.



Thus, the adaptive control system is complex
control mechanism that ensures the required
security level depending on the processing
information importance in the real-time mode.

The approaches to the adaptive network
safety control mechanisms design

At the present time, there are two main
approaches to design of the adaptive network
safety control: [2]

1. mechanisms that based on patterns model,

2. mechanisms that based on the identifier.

We suggest to realize the adaptive safety control
mechanism on the patterns model approach, and
as patterns model there are the safety profiles,
i.e. parameters of the network safety
configuration.

The adaptive network safety control system
forms the safety profiles records on the
experimental data about the network security
tools. [3, 4]

The structure of the adaptive network safety
control system with the safety profiles records
is shown on fig. 1.

Analysis of
network security |«
parameters
e Adaptation 40 Network security
tools tools
Vr
Setting of required
Safety profiles > network safety
records parameters

Figure 1. The adaptive network safety control system with the safety profiles records.

Let us consider the specifics of this system
functioning. When the network safety
parameters are constant, there is no error of
regulation: A4 =y, — y, = 0, and the adaptation
mechanism is in a sleeping mode. If the network
safety parameters are changed (as reaction to
variation of the security level of the processing
information), there is an error of regulation:
A =y, — y, # 0, the adaptation mechanism is
launched and the parameters of network security
system are changed to the required values. So
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the goal of the adaptation mechanism is to
reduce the error of regulation to zero (4 — 0).

The safety profiles records

As it was mentioned before, the safety profile is
a set of the network security parameters, that
determine the required network safety level. The
profiles are generated on the criteria for the
information security evaluation. [5,6] The
functional criteria for the network security level



evaluation according to ISO 15408: “The
common criteria for information technology
security evaluation” are the next: FAU:security
audit, FCO: communication, FCS:cryptographic

support, FDP:user data protection,
FIA:identification and authentication, FMT:
security management, FPR:privacy,

FPT:protection of the TSF, FRU:resource
utilization, FTA:TOE access, FTP: trusted
path/channels. [7]

Besides the functional criteria, the standard ISO
15408 also defines the criteria for the safety
guarantee, that allow to evaluate a correctness of
the safety services realization, such as:
ACM:configuration management, ADO:delivery
and operation, ADV: development, AGD:
guidance documents, ALC: life cycle support,
ATE: tests, AVA: vulnerability assessment.
Thus, the criteria for the network safety
evaluation are the set of quantitative and
qualitative requirements to the security mecha-
nisms.

The adaptive network safety control mechanism
can be effectively realized only on the complete
information on the security system parameters.
[8,9,10] Thus, the realization of the adaptive
network safety control requires to take into
consideration not only quantitative, but also
qualitative criteria for the network safety.
According to the above mentioned requirements,
we suggest to use the theory of fuzzy logic and
fuzzy sets for the adaptive network safety
control mechanisms realization.

The algorithm for the adaptive network
safety control on the fuzzy logic

Nowadays, there are no any discrete algorithms
that operate simultaneously with qualitative and
quantitative  parameters to receive the
determined result. The functional (qualitative)
criteria for the network security level evaluation
can not be adequately formalized without the
fuzzy logic approach. The fuzzy logic theory
allows formalize the decisions support even in
the non-uniform multi-dimensional environ-
ment. [11]

The description of the networks safety
parameters using the fuzzy logic theory allows
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effectively to formalize and to analyze not only
quantitative, but also the qualitative safety
network parameters by representation them as v/
x €X A= {xu(x)}, where {x,py(x)} is pair of
components (singleton), that consists from an
element x and its proximity degree s4(x) to set
X [12,13]

We suggest to use the linguistic variables for the
functional criteria formalization for the network
security level evaluation. Generally, the
linguistic variable can be characterized by a set
of components: <x, 7, D> where x is the name
of linguistic variable, T - its term-set or set of its
possible values, D - the range of these
values. [14]

The concept of the network control mechanism
design on the fuzzy logic based on the synthesis
of the experiments planning theory and the
fuzzy sets theory.

The functional criteria for the network security
level evaluation (for example, knowledge and
experience of the experts) are formalized as
polynomial:

> p.X. X, ()

u,j=l

Y =B, +3B8X, +
i=1

where Y — the depended linguistic variable, f; —
right fuzzy coefficient, X- the name of linguistic
variable, j #u.

The productive rules for the network security
level evaluation on the functional criteria are in
the implicative form "If ..., then ..., else... ",
and the set of productive rules forms an
orthogonal 2"-matrix, where n is factors
dimension.

We suggest the algorithm for design of the
prognostic model for the adaptive network
safety control mechanism on the safety
functional requirements formalization in the
multi-dimensional space.

The suggested algorithm is realized in the
following steps:

1. The factors determination for the network
safety control mechanisms.

2. The opposite scale and the terms for each
factors delimitation.

3. The generation of the matrix with the
functional criteria for the network security level
evaluation.



4. The generation of the linguistic variables for
the formalization of the qualitative information
on the network safety.

5. The forming of factors polynomial for the
functional criteria formalization on the network
safety:

Y:ﬂ0+fjﬁiXi+
i=1

where j #u.

6. The analysis of the errors in the network
safety control mechanism functioning.

7. The evaluation of the weights of the
polynomial coefficients for the functional safety
parameters formalization.

8. The adequacy analysis of the formed
polynomial to the adaptive network safety
control system.

9. The adequacy analysis of the formed model
for the network safety control mechanism.

10. The accuracy analysis of the formed model
by the Fisher’s criterion:

> BN X, @

u,j=l1

F,, =S}/S;<F 3)

Thus, we suggest the approach to design of the
network safety control mechanism model on the
synthesis of the experiments planning theory
and the fuzzy sets theory, and also on the
formalization of the functional requirements to
the network safety.

The decisions on the network safety control are
generating using the prognostic model of the
adaptive network safety control mechanisms and
the results of the precise solutions of the fuzzy
equations.

According to Zadeh’s expansion principle the
fuzzy number X is the solution of the fuzzy
equation F(X, 4, ..., Ay) < B, if Vt:

crit table

Fl)=@

pe(t)= " sup  min [u(x) pal),.. pylan),  (4)

F(X,Ay,...A4, )=
where F(X, A;, ..., Ay) - the value of the fuzzy
function from the fuzzy arguments, 4, ..., 4,, B
- known fuzzy arguments, X - unknown fuzzy
arguments, /r(?) — the proximity degree of X to
set of arguments B.
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The value of fuzzy function F (X;, X5,...,.X,)
from the fuzzy arguments X;, X, ... X, is the
fuzzy set with proximity degree function zi(2):

sup min [,uX(x),,uA(a]),...,yA(an)]
F(X],...,Xr)zt
Fit)' =

H(1) = )

The analysis of the network security
mechanisms parameters

We have performed the parameters analysis of
the network security mechanisms of two types:
first type is security mechanisms with the fixed
security level, second type is security
mechanisms based on the adaptive safety control
approach. The results of this analysis are shown
on Fig.2. and Fig.3.

Fig.2 shows, that the network security level in
the security mechanism of the first type remains
constant for the all period, and for the safety
guarantee of the processing data this level
should be maximum high (100%). As a
consequence, the amount of computational
operations for the data security, which depends
on the network security level, also is on the
maximal values constantly. (Fig. 3)

The network security level in the security
mechanisms of the second type (on the adaptive
safety control approach) is changed depending
on the required safety level for the data that are
processing at the certain moment. So, it is rather
frequently appears that the network security
level is less than its the maximum possible
value. In result, the amount of computational
operations for the data security also is changed,
and the average amount of the computational
operations for data security is less than for the
security mechanism of the first type (Fig. 3).
Thus, the performance of the user’s data
processing in computer networks with the
information security systems based on the
adaptive safety control mechanism is reduced
less, than in the networks that use the usual
information security mechanisms with the fixed
security level. Therefore, the using of the
suggested approach to the information security
mechanism design is effective.
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Figure 2. The network security level variation in the time for two types of the security
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Conclusion

The realization of the network security
mechanism on the adaptive safety control
approach allows flexibly determine the network
security level, required for the certain period. In
result, the average losses of the network
performance for the user’s data processing, that
are invoked by realization of the security
mechanism, will be reduced. The efficiency of
the network security system with the adaptive
safety mechanism can be increased using the
fuzzy logic. This approach allows, in particular,
to formalize the functional criteria for the
networks security level and to analyze the
complete information on the network security
parameters.

References

[1] Tolly K. (2002) High-Speed Security. The
Tolly Group.

[2] Zhdanov A.A., Ryadovikov A.V. (2000)
Neuron Models in the Autonomous Adaptive
Control Method//Optical Memory and Neural
Network, Vol. 9, No 2, - pp. 115-132.

[3] Guide for Production of Protection Profiles
and Security Targets. (2000) ISO/JTC1/
SC27/N2449. DRAFT v0.9.

[4] Controlled Access Protection Profile. (1999)
Version 1.d. U.S. Information Systems Security
Organization. U.S. National Security Agency.
[5] Lee A. (2001) Certificate Issuing and
Management Components Family of Protection

418

Profiles. Version 1.0. U.S. National Security
Agency, October 31.

[6] Evaluation Methodology for the Common
Criteria for Information Technology Security
Evaluation. (2002) version 1.1a, 19 April .

[7] Standard ISO 15408: “The common criteria
for information technology security evaluation”.

ISO Standards Bookshop.
[8] Information technology ~—  Security
techniques — Protection Profile registration

procedures. (2001) ISO/IEC 15292:2001.

[9] Stoneburner G. (2001) CSPP-OS - COTS
Security Protection Profile - Operating Systems.
Draft Version 0.4. -- U.S. Department of
Commerce, NIST, February 5.

[10] Sheridan M., Sohmer E., Varnum R. (2000)
A Goal VPN Protection Profile For Protecting
Sensitive Information. Release 2.0. // U.S.
National ~ Security = Agency, 10  July.
[11]. Babuska, R. (1998) Fuzzy Modeling for
Control. Boston: “Kluwer Academic Publishers”
—215p.

[12] Rotshtein A., and Katefnikov D. (1998).
Identification of Non-Linear Objects by Fuzzy
Knowledge Bases.// Cybernetics and System
Analysis, N 5 (34). — pp. 67 -78.

[13] Negnevitsky M. (2002)  Artificial
intelligence: a guide to intelligent systems.
Addison-Wesley, NY. — 325 p.

[14] Nesteruk G. Ph., and Kupriyanov M. C.
(2003) Neural-fuzzy systems with fuzzy links //
Proc. of the VI-th Int. Conference SCM’2003. —
St.-Petersburg, v.1. - pp. 341-344



	ADAPTIVE  NETWORKS  SAFETY CONTROL  ON  FUZZY  LOGIC                                           Vadim MUKHIN1,  Elena PAVLENKO2
	The  safety profiles records 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


