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1  Introduction

The digital signature - is a compulsory atiribute of the electronic document, obtained after
its cryptographic transformation by using the private key, on the purpose of confirming the
authenticity of the electronic document. The digital signature for the electronic documents is
equivalent to an olograph signature for the printed documents. The signature is a sample of
data which demoenstrates that a certain person wrote or agreed on the document to which a
signature was attached. In fact, a digital signature provides a much higher level of security than
the olograph signature. The receiver of the message signed digitally can check both the fact that
the original message belongs to the person whose signature was attached, and the fact that the
message wasn’t altered, intentionally or by accident, from the moment in which it was signed.
Further more, the digital signature cannot be denied, and the one who signed the document
cannot exonerate him later by declaring that it had been forged. In other words, the digital
signatures allow the authentication of the digital messages, assuring the receiver of the identity
of the sender, and of the integrity of the message. This work has the purpose to apply a digital
signature on a message made of plenty of quantum bits (qutrits). The message under study is a
image file.

2 Pixel vs qubit

We can say that the concept of information represents a matfer of maximum generality, meaning
a piece of news, a message, a signal, ete., about events, facts, states, objects, etc., in general
about forms of manifestation of the reality surrcunding us. Shannon defines the enfropy as a
function measuring the gquantity of information. In the theory of the sending of the information,
the informational entropy is defined as the quantity of information reported o an element of the
message that was sent. In general, the guantity of information related to the realization of an
elementary event i from the field of events is defined as the logarithm {negative) base two from
the probability of the realization of that elementary event:

I; = —logap(;). n

As we know, the digital image is made of a finite number of pixels. The pixel, considered ag
the basic unit of the image {element of the sent message), can be seen as an object limited by a
closed surface, and bearing information.
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Jonventionally, we take two independent events (states) ON and OFF of a pixel. The infor-
mation obtained when two independent events appear with the probability of py and po 18 egual
to the sum of the information obtained by each event. Conseguently, writing py the probability
of obtaining the event (state) ON and pa the probability of obtaining the event (state) OFF, the
entropy is minimum when we obtain the state ON (for pp = 1 and po = 0) or when we obtain
the state OFF {for p1 = 0 and po = 1) and maximum when the two states are equiprobable
{determined by their combination).

We can notice that the pixel can be associated with a two-level system, Le. like a spin.

Spin networks are mathematical entities; they do not contain any information, because the in-
formation is a physical value. In order to create the information, they must intersect a transversal
surface, each "intersection” being quantified with a unit of information.

Thus, the image can be seen as a closed trangversal surface, intersected by a spin network,
and the resulted unit of information is the pixel.
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Thus, the pixel in the state ON can be associated fo the spin % {with a representation in
SU{2) by the state \%)), and the pixel in the state OFF can be agsociated with the spin —% {with
a representation in SU(2) by the state | 51)).

The existence of the pixel in an equiprobable state of ON and OFF is translated by the fact
that the spin 18 in a superposition of quantum states. as it follows:

5+~ 3] @
V202 2 '

3) and | — 1) are written:

B0

()

The image is characterized by an entropy egual to the sum of the entropy of the pixels it
containg.

The states

Im= Z IT(i) {5}
i=1

3 Qubit representation in coordinates RGB

A pixel belonging to an image can be represented in three dimensions using the coordinates
(R.G.B), its colour being obtained by the linear combination of the three. In the same time, using
the Bloch sphere, we can represent the state of a qubit. IF we associate the 3-D representation to
a gubit with the representation of the pixel in the coordinates (R,G,B), we can write the state of

119



9* International Conference on DEVELOPMENT AND APPLICATION SYSTEMS, Suceava, Romarnia, May 22-24, 2008

such a qubit as a linear combination of the projections on the three axes of coordinates (R.G.B).
The qubit thus represented is a three-level system, called also gutrit.

Ty =r|R) +g|G) + b B) (6)
af
(W) = > cysl RGB) (7)
4.0

4  Quantum signature

The quantum signature 18 & succession of quirits -~ Le. a set of data in the electronic format,
serving as identification data.

Similar to the classical digital signature, the quantum signature observes all these conditions:

- it 18 uniguely linked with the person who signed

- it assures the identification of the person who signed

- it is created by exclusive means, controlled by the person who signed

- any of their afterwards changes can be identifted.

Btarting with the scheme Guantum Secret Sharing (Q885), this work proposes a procedure of
application of the quantum signature on a colour imagine, made of gutrifs.

According to this scheme, a secret is divided in n parts which will be distributed, any k,
(k < m) of these parts can reconstruct the seeret, and & — 1 or less parts cannot reconstract it
In this work, we take into account the case when the signature is divided by three parts n = 3.

4.1 The scheme for n =3

We will presume that the signature, made of three guirits, will be divided among three parts
{Alice, Bob and John). In order to get it, two of the three parts will be involved. Alice realizes
the entanglement of the states of the signature quirits, and combines the resulf with a guirnit
belonging to the image.

The [U)i0p is the guantum state of the signature (the qutrits are maximally entangled) and
the | T}y is the guantum state of the qutrit belonging to the image. Combining the state of the
four particles we obtain:

[T) 1081 = |¥) 103 8 [Ty {8

where
|Uhos = o(|RRR} 103 + 5|GGG) 123 + 4| BB DB)123)

and
Wy = |Rys + |Gha + [B)a

UYion and |y in the equation {8), we obtain:

Replacing the expressions

|U)19a4 = [ | RRR) 125 + B|GG G123 + ¥ BBDB)123)] @ (|R)a + |Gha + | B)a)
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4.1.1 Checking the identity of the person who signed

After receiving the image, if Bob wants to check the identity of the person who signed the image,
he will need Ahce. It is important that John, the third person in the diagram, can reconstitute
the signature with Bob’s help. Alice will realize a Bell projective measurement for the pair {1.4).
There are 32 = 9 possibie states obtained, defined as it follows:

gwijn
|1D-run.> - E [

M

JYs)j+m mod 3)/v3 )]

where n e {0,1,2}, wn e {0,1,2} and j € {0,1,2} are the three dimensions (R,(G,B) numbered
(0,1,2) to simplify the ealculus,
For a system made of three quirits:

kY= Zfﬂii 7Y@ i +n mod3)®|j+m mod3)/V3 (1)

i
After the measurement, the systemn will evolve in one of the states:

%|‘I’Hﬁ>l4(ﬂf|RR>23 + B1GGYas + 7| BDB)23)
%|\DHG>J.4((—V|GG>QB + 3|BB)as + y|RR}2a)
3| Cra)1a(a| GGlos + F|RR)2s +7|GG)23)

HWarhia(ol RR)z +e 77 BGGhag + 75 B5)z0)

l;\‘I’BR>14((-V|RR)3 + 75 BlGGYas + 7T 5| BB)as)
% ‘\I’( € >14((V|GC>23 + & = ?‘BB)ZD, +e 7?15—’”_ )‘RR)QB)
|‘~I’B( >l4((lf|G(Y>za + e _ 3‘33)23 +e _TT ~ RR)Q;})
3|m1;( 15)14(0| BBYas + ¢ =7 A|RR)as + €77 7| GG)z)
3|lIfBB)l4(rlf|BB}23 + 6,’.#3‘RR>23 + e.#ﬂGG)gg)

Checking the authentivity is similar for each of the results. If we consider that Alice is measuring
the pair (1,1) and she will get as a result |Urgr)i14. In this case, the state of the pair (2,3) will
collapse im

hs

Y|B)a)+ (| Ryo e F | Gha+e

=

| RR)3+8|GG)a;

3L (Bh2 | Bl +|Gh)o) (] By +|G)

>23 -

u-'>|»—‘

A T 2

2w —4 —
(uf\R}a—H 3 \(‘)34-( = |B) JH(|Byete |Ghete™ | B Rig+e™ 3G +e = B
If Bob will measure the state of the qutrit |R)e + | B2 + |G))2 he will determine the collapsing
of the John’s qutrit in the state o|R)s + 3|Gha + 7 |B));3 which is in fact the signature.
If Bob will measure the state of the quirit R}y +¢7 |Gl + e T | B}z, John can reconstruct
the signature by applying the unitary operator Oy =37, _p g€ = k3 k| over the state of the

quirit a|Ra + e 5 |Ghs + 75 | B _ B

If Bob will measure the state of the qutrit |R)y + €7 |2 + €75 | B)a, John will reconstruct
the state of his qutrit by applying the unitary operator Gy =37, _p o e =k Ey (k|

This scheme is based on the fact that Bob can check the authenticity of the signature and
the integrity of the image, being helped by John to reconstruct the signature.

Fhe two schemes can be also used for the distribution of some private kevs, used afterwards
at the encrypting.
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4.1.2 The attack over the signature

We can take two cases:

1. the case in which the eavesdropper acts from outside;

2. the case in which the eavesdropper acts from inside.

1. The equesdropper ocls from oulside.

We can take the existence of an external intruder who acts over the communication channel.
He will try to forge the signature using a complementary qutrit (ancilla) with which he "hooks"
on the image in the moment of its transmission through the guantum communication channel.
After Alive communicates the result of her measurement and the base she used, Bob and John
will uge the same base for their own guirits. As the results of their measurements must be
strongly correlated, the appearance of some disturbance determined by the existence of the
intruder determines quirits errors. When checking the resulis, we can notice the existence of
some non-correlations, which strengthens the belief of an intruder’s existence.

2. The eavesdropper octs frem inside

We presume that we have an intruder inside the process, in the person of Bob. He will wish
to forge the signature or fo prove that the image broke during the fransmission. As a result,
after Alice announces publicly the result of the measurement and of the base used, Bob will
communicate to John another result (which was prepared on purpose), which will determine the
obtaining of an erronecus piece of information. IF Alice and John will compare the two results,
they will clearly notice the intervention of an intruder. Here, John will play a very important
role in authenticating the signature
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